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CockroachDB is an open-source distributed and scalable SQL database for cloud applications. CockroachDB provides next-
level consistency, a replicated SQL database, and a transactional data store.

CockroachDB stores your data in multiple locations making data delivery faster. Also, it's easy to scale and provides high
availability and fault tolerance for your applications.

In this guide, we'll show you how to install CockroachDB on Debian 12 servers. Then, we'll show you how to initialize the
CockroachDB cluster with multiple Debian servers.

Prerequisites

Before you proceed, ensure you have the following:

e Two or more Debian 12 servers that connect to each other via local network.
e A non-root user with administrator privileges.
e An FQDN is configured on each server.

Installing CockroachDB

CockroachDB is a distributed and scalable SQL database system. Before deploying the CockroachDB cluster, you must install
the CockroachDB application on each of your servers.

Now you will install CockroachDB on each of your Debian servers.

First, create a new system user cockroach with the default home directory /opt/cockroachdb.

sudo adduser --home /opt/cockroachdb --system --group cockroach
sudo chown -R cockroach:cockroach fept/cockroachdb

Download the latest version of CockroachDB using the curl command below. Be sure to visit the CockroachDB download
page to get the link to the latest version of CockroachDB.

Once downloaded, extract the cockroach-v23.1.14.linux-amd64.tgzfile and copy the CockroachDB binary file to the /usr/bin/
directory.

tar -xzf cockroach-v23.1.14.linux-amdé4.tgz
cp -1 cockroach-v23.1.14. linux-amdé4/€ockroach /usr/bin/

Lastly, verify the CockroachDB version using the command below.

cockroach --version

You can see below that CockroachDB v23.1.14 is installed, which is the latest version of the current time.

root@compl:~#

root@compl:~# cockroach varsion

cockroach version details:

Build Tag: 2 1

Build Time: 924/81/16 12:

Distribution: cL

Platform: Linux amde4 (x -pe=linux-gnu)

Go Version: gol.18
€ Compile gce 6.5.0
B t ID: b95f2225ba9cf25f9f2be3le

d Ty release

bled ertions: false

.roach version --build-tag' to displ: 2 build tag)

roct@compls=H
root@compl:~#

Setting Up UFW

After installing CockroachDB, you must install UFW to secure your servers. Then, open TCP ports 8080 and 26257 which will
be used by the CockroachDB cluster.

Install the UFW package to your Debian server with the command below.



' sudo apt install ufw -y

sudo apt install ufw
14

eading state information... Do
The following additional packages will be installed:
s libip6tc2 libnetfilter-conntrack3 libnfnetlinke

2 NEW packages will be installed:
Libip6tc2 libnetfilter ntrack3 libnfnetlinke ufw
newly installed, © to remove and ® not upgraded.
Need to get 603 kB of archives.
After this operati 3,606 kB of itional disk space will
Get:1 http://deb.d an.org/debian worm/main amd&4 Llibip

Now add the OpenSSH profile and enable UFW by executing the command below. Type y to start and enable the UFW.

sudo ufw allow OpenSSH
sudo ufw enable

Once UFW is enabled, you will see the output ‘Firewall is active and enabled on system startup".

root@compl:~#
root@compl:~# sudo ufw allow OpenSSH
Rules updated
ed (v6)

[CL e ...'J.-
root@compl sudo ufw enable
srupt existing ssh connections. P eed with operation (y|n)?7 ¥
tive and enabled on system startup

rnut_c&mpl:
Next, add TCP ports 8080 and 26257 to UFW with the following command. Those TCP ports will be used by the
CockroachDB cluster.

\ sudo ufw allow 8080/tcp
| sudo ufw allow 26257/tcp

Lastly, verify the UFW status and list of enabled rules with the command below. You will see UFW with the status Active and
the OpenSSH, ports.8080/tcp.and 26257/tcp enabled.

sudo ufw status

Rule added

Rule added (v6)

root@compl:~# sudo ufiw allow 26257,/ tc
Rule added

Rule added (v6)

root@compl:-# sudo ufw status
Status: active

) ftep Anywhe

T/tcp ywher
1SSH (v6) \ h v6)
088,/ tcp (v6) A (v6)
26257 /tcp (v6) Anywhere (v6)

Generating Certificates

Before generating certificates for the CockroachDB cluster, execute the command below to create new directories certs and
private within /opt/cockroachdb for storing your certificates.

'\ mkdir -p /opt/cockroachdb/{certs,private}



Now go on to generate these certificates: CA Certificate, Node certificate, and Client certificate.
Generating CA

CA certificate is important for signing both clients and node certificates. In this section, you will generate a CA certificate on
the compl server and a CA certificate and key to the comp2 server via scp. So be sure that you have SSH access to the
comp?2 server.

Execute the following command to generate a CA certificate on the comp1l server.

cockroach cert create-ca \
--certs-dir=/opt/cockroachdb/certs \
--ca-key=/opt/cockroachdb/private/ca.key

achdb/{certs,private}

icompl:

@compl:
--certs-di
--ca-key=/op

ls fopt/ceckroachdb/certs

Ls fopt/cockroachdbfprivate/

root@compl:-# I

Once CA'is generated, copy both ca.key and ca.crt to the comp2 server.

scp /opt/cockroachdb/private/ca. key root@comp2.hwdomain. lan:/opt/cockroachdb/private/
scp /opt/cockroachdb/certs/ca.crt reot@comp2. hwdomain. lan:/ept/cockroachdb/certs/

pt/cockroachdb/privatce/ca.l gt@comp2 . main.lan: fopt/coc
The authenticitg host 'comp2.hwdomain,lan (192.16 he established.
ED25519 key fingerprint is SHA256:5M/J0gvKWgTWFIoq20GyL2+a9Aflz+i«HRacull9cC4A,
his key 1 t n by any other names.

2 you T t to continue necting (yes/no/[ fingerprin yes

Warning: Perman: added 'comp2 main.lan"' (ED2S to the t of known ho
root@comp2 . hwdon lan's passwor
ca.key

pt/cockroachd! rts/ca.crt o omp2 . hwdoma in. lan: fopt/cock
root@comp2 . hwdon lan's passwor
ca.crt
Foot

Generating Client

After generating CA, the next certificate you need is a client certificate. This will be used to connect to the CockroachDB
cluster in a secure way via TLS.

Still, on the compl server, execute the following command to create the client cerntificate for the default user root.

cockroach cert create-client \

root \
--certs-dir=/opt/cockroachdb/certs \
--ca-key=/opt/cockroachdb/private/ca. key

Once the process is finished, your client certificate will be available at /opt/cockreachdb/certs/client.root.crt and
/opt/cockroachdb/certs/client.root.keys

L@compl:~#
yot@compl:~# cockroach cert creat
ot \
certs-dir=/opt/cockroachdb/certs
-ca-key=/opt/cockroachdb/private/ca.

root@compl:~#
root@compl:~# 1s /jopt/cockroachdb/certs

ca.crt client.root.crt client.root.key
compl:~#

Generating Node

In the last, you need to generate Node certificates, which also depend on the number of servers within the cluster. In this
example, I will generate a Niode certificate for comp1 and comp?2 servers.



Execute the command below on the comp1 server to generate a Node certificate for compl. Be sure to change the IP
address and fqdn with your server details.

cockroach cert create-node \

compl. hwdomain. lan \

192.168.5.21 \

localhost \
--certs-dir=/opt/cockroachdb/certs \
--ca-key=/opt/cockroachdb/private/ca. key

t@compl:~#
icompl:~# cockroach cert create-node \
vdomain.lan \

--ca-key

root@compl
root@compl:~+#

ca.crt client.root.cr
root@compl:~#

Move to the comp?2 server and execute the command below to generate a Node certificate for comp2. Also, change the
details of the IP address and fgdn of the comp2 server.

cockroach cert create-node \

comp2. hwdomain. lan \

192.168.5.22 \

localhost \
--certs-dir=/opt/cockroachdb/certs \
--ca-key=/opt/cockroachdb/private/ca.key

~# cockroach cert cre
comp2 . hwdomain.lan \
192.168.5.22 \
localhost \
-—certs-dir=/opt/cockroachdb/certs

-=ca-key=/opt/cockroachdb/privatefca.key
root@comp2: -#

root@comp2:-# 1s fopt/cockroachdbfcerts/
ca.crt node.cr node.

root@comp2:

Setup Permission for Certificates

With all certificates generated, run the following command to allow the cockroach user to access certificate files. Be sure to
run this on both comp1 and comp2 servers.

sudo chown =R cockroach:cockroach /opt/cockiroachdb/certs
sudo chown -R cockroach:cockroach /opt/cockroachdb/private

Setting Up Systemd Service

After generating certificates for CockroachDB, the next step is to create the CockroachDB service file for each server. Then,
start and enable the CockroachDB service.

CockroachDB Service for compl

On the compl server, create a new systemd service /etc/systemd/system/cockroachdb.service with the nano editor command
below.

sudo nano /etc/systemd/system/cockroachdb. service

Add these service configurations. Be sure to change the --advertise-addr parameter with the comp1 IP address.

[Unit]
Description=Cockroach Database cluster node
Requires=network.target

[Service]

Type=notify

WorkingDirectory=/opt/cockroachdb

ExecStart=/usr/bin/cockroach start --certs-dir=/opt/cockroachdb/certs --advertise-addr=192.168.5.21 --join=192.168.5.21,192.168.5.22
TimeoutStopSec=60

Restart=always

RestartSec=10



StandardOutput=syslog
StandardError=syslog
SyslogIdentifier=cockroach
User=cockroach

[Install]
WantedBy=default.target

Save and exit the file when you're finished.

CockroachDB Service for comp?2

Move to the comp2 server and execute the nano editor command below to create a new service file
/etc/systemd/system/cockroachdb.service.

sudo nano /etc/systemd/system/cockroachdb.service

Insert the configuration below and be sure to change the --advertise-addr parameter with the comp?2 IP address.

[Unit]
Description=Cockroach Database cluster node
Requires=network.target

[Service]

Type=notify
WorkingDirectory=/opt/cockroachdb
ExecStart=/usr/bin/cockroach start --certs-dir=/opt/cockroachdb/certs --advertise-addr=192.168.5.22 --join=192.168.5.21,192.168.5.22
TimeoutStopSec=60

Restart=always

RestartSec=10
StandardOutput=syslog
StandardError=syslog
SyslogIdentifier=cockroach
User=cockroach

[Install]
WantedBy=default.target

When finished, save the file and exit the editor.
Starting CockroachDB

With the CockroachDB service file created, you can now apply youtr changes, and then start and enable the CocroachDB
service.

Execute the following command to reload the systemd manager and apply the new service for CockroachDB.
sudo systemctl daemon-reload

Now start and enable the CockroachDB service on both comp1 and comp?2 servers with the command below.

sudo systemctl Start cockroachdb
sudo systemctl enable cockroachdb

root@compl:~
sudo etc/fs amd/s om/co >achdl rvice

sudo < an-re

sudo sy ctl start coc ichdb
root@compl:~# sudo =mctl enable co chdb

Created symlink / systemd/system/defac ~get.wants/cockroachdb.service » /
root@compl: ¥

So be sure you have the CockroachDB service running on both of your Debian servers.



CRU: 18 8155
CGroup: /system.slice/cockroachdb.service
; 1/cockroach start certs-dir=/opt hdb; ts advertise-:

root@cor
root@comp2: -4 o systemctl status cockroa
® cockroar ] - Cockroach Databa " node

Loaded: a etc/systemd/system/cockroachdb.service; enabled; preset: cnabl

Active: active (running) since

Main PID: 3184 (cockroac
Tasks: 9 (Limit: 2z
Memory: 133.8M
CPU: 5.384s
CGroup: [system.sli ockroachdb.service
| fusr/f -ockroach star -erts-dir=/ t, rachdb/certs advertise

Initializing CockroachDB Cluster

Now that the CockroachDB service is running on each server, you can continue to initialize the CockroachDB cluster from
the compl server. Then, create the;admin user for CockroachDB and access the CockroachDB web administration
dashboard.

In the compl server, execute the following command to initialize the CockroachDB cluster. You should get an output
"Cluster successfully initialized" when the process is complete.

cockroach init --certs-dir=/opt/cockroachdb/certs --host=192.168.5.21:26257

Additionally, you can also verify the initialization process via the CockroachDB log file with the command below.

: grep 'node starting' /opt/cockroachdb/cockroach-data/legs/cockroach.log -A 11

The output 'CockroachDB node starting...' confirms that the cluster is initialized.

QO LiEdCompl .

root@compl:~# cockroach init --co dir=/fopt/c oachdb/certs --host=192.168.5.21:26257
Cluster success Ly initialized

'node starting I d wwkroach-data/logs/cockroach. 1
1@eli/start.po: T1l,nl 1CockroachDB

l@cli/start.go:1264 : [T1,nl] 629 +build: CCL v23.1.14 @
1Ac14 /etart . ent1264 © [T1.n17 629 +webud* chttps://192.16

Next, verify your CockroachDB cluster by executing the following command. The ls option is used to get the list of servers
within the cluster, while the status command is used to check the CockroachDB cluster status.

cockroach node --certs-dir=/opt/cockroachdb/certs --host=192.168.5.21 ls
cockroach node --certs-dir=/opt/cockroachdb/certs --host=192.168.5.21 status

b/ certs
| build |

Now that the cluster is running, execute the following command to log in to the CockroachDB server. Be sure to run this
command from the compl server, because your client certificate is available on the comp1 machine.

cockroach sql --certs-dir=/opt/cockroachdb/certs --host=192.168.5.21:26257

Once connected, you will see the CockroachDB prompt like the following:



nckroachdt

a semicolon.

Se r ver on: C roachDBE CCL .1.14 _64-pc-Linu:
Cluster ID: 539719ef-T4cb-4bab-ael3-18bc637c9e22

#
#
# Enter \? for a brief introduction.
#

root@182.168.5.21:26257/defaultdb> [J

. 1 erase p =

Execute the following queries to create a new user bob with the password p4sswOrd. Then, grant the admin privileges to
user bob.

CREATE USER bob WITH PASSWORD 'p4ssw@rd’';
GRANT admin TO bob;

Press Ctrl+d to exit from the CockroachDB server.
&
root@192.168.5.21:2625 faultdb> CREATE USER bob WITH PASSWORD 'pdss
CREATE ROLE

Time: 325ms total (execution 324ms / network 1ms)

8.5,21:26257 fdefaultdb> GRANT admin TO bobj;

root@compl:-#

Lastly, open your web browser on your local machine and visit the comp1 IP address with port 8080
(https://192.168.5.21:8080). You will be prompted with the CockroachDB login page.

Log in with user bob and password p4sswOrd.

) CockreachDB

Log in tethe DB Console
Auserwith.a password is rgquired to login to
the DB Console on secufe clusterss

ateau th this nman

craig WI

n - I 4 more wfiguring iogin

Once logged in, you will see the CockroachDB administration dashboard'like this:
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